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MO PAU

Ly do chon d¢é tai

Trong ky nguyén ciia cong nghé thong tin, tinh pho bién rong ri ciia Internet
mot mit dem lai nhiéu ung dung tién loi, tha vi va dan thay thé cac hoat dong
truyén théng trong thé gidi thuc; mat khac nd dit ra cic van dé vé sy an toan, tinh
tin cdy cua nhirng giao dich trén Internet. Nhu chiing ta c6 thé thiy thu dién tir dang
ngay cang duoc sir dung rong rii trong cac linh vuc cua doi séng x3 hoi. Hé thong
thu dién tr cho phép thuc hién cac giao dich mot cach nhanh chong hiéu qua. Tuy
nhién, trong moi trudng internet thiéu an toan, thu dién tir dé dang bi doc trom, thay
d6i noi dung, mao danh trudc khi dén ngudi nhan. Trong mdi trudng truyén thong
chung ta bao vé ndi dung thu bang phong bi va chit ky. Con trong méi trudng
truyén thong dién tu truc tuyén, thu dién tr duoc bao vé bing viéc st dung chung
thu s6, chit ky s6.

Qua trinh ky vao thu dién tr va cac tép dinh kém nham dam bao tinh xéac
thue va chéng chdi bo trong cac giao dich truc tuyén. Pidu d6 giup ngudi nhan
kiém tra tinh toan ven cua thu dién tr. M4 héa noi dung thu va cac tép dinh kém dé
dam bao chi ngudi nhan hop 1€ méi xem dugc ndi dung thu. Co s& ha téng khoa
cong khai (PKI) c6 thé dap tng, giai quyét nhitng van dé co ban nhat cho nhing
yéu cau trén. Duya trén cac dich vu co ban vé chirng thuc s6 va chir ky s6, mot PKI
chinh 1a b khung cua cac chinh sach, dich vu va phan mém ma héa, dap tng nhu
ciu bao mat cia nguoi sit dung. Khong chi nam trong linh vyc thuong mai dién ti,
chirng thuc s6 hién con duoc sir dung nhu mét dang ching minh thu ca nhan.

Céc cong ty va doanh nghiép 16n da nhan ra can phai bao mat cho thu dién
tr. Plng trude nhu cau thue té do, rat nhiéu cong ty bao mat di phat trién cac giai
phap, san pham dé bao vé thong tin lién quan dén trao doi email trén méi truong
internet. Hién nay cé rat nhiéu san phém bao mat thu dién tir dd duoc trién khai,
chéng han nhu Ca-microsoft, Safe-mail, Hushmail.com, CipherMail gateway, ...

Giai phap CipherMail email encryption gateway sé la mdt may chu email

MTA ding dé m3 hoa va giai mi thu dién tir vao/ra. CipherMail gateway c6 wu



diém hoan toan tuwong thich voi bit ky co s ha ting thu dién tir hién c6.

Pé c6 thé hiéu biét sau hon vé ma hoa va giai ma thu dién ti, hoc vién da
chon dé tai “Nghién cu &ng dung co sé ha ting khoa cong khai cho an toan va
bao mat thu dién tir” 1am dé tai luan van tot nghiép ciia minh.

Muc dich, d6i twong, pham vi va phuwong phap nghién ciru

Lu4n vin tién hanh nghién ctru, tim hiéu cic vin dé co ban vé qué trinh tng
dung ha tang khoa cong khai vao ky thu dién tir va cac tép dinh kém nhim dam bao
tinh x4c thuc va chéng chdi bo trong qué trinh giri/nhan email. Tir 46 Gtng dung vao
viéc xay dung mo hinh gidi phap CipherMail email encryption gateway, mot may
cht Mail Transfer Agent (MTA) dung dé ma hoa va giai ma thu dién tir giri/nhan.

Thong qua phuong phap nghién ctru 1y thuyét va phuong phap nghién ciru
thuc nghiém, tac gia di tiép can nghién ciru cdc van dé ma hoa va giai ma email. Tir
d6 phan tich dugc cac yéu cau cta cong viée, van dung cac két qua ly thuyét dé tung
dung hé thong cu thé tai Vién nghién ctru va phat trién Viettel dé danh gia va phan
tich két qua.

Céu tric luin vin

Noi dung cua luan vin duoc trinh bay trong ba phan chinh nhu sau:

1. Phan mé dau

2. Phian ndi dung: bao gdm ba chuong

Chuwong 1: Tong quan vé an toan va bao mat thw dién tir.

Chuong 2: xay dung ha ting khéa cong khai PKI va ing dung PKI

trong an toan bao mat thw dién tir.

Chuong 3: Ung dung mi héa, chir ky sé cho thw dién tir.

3. Phan két luan



CHUONG 1: TONG QUAN VE AN TOAN VA BAO MAT

THU PIEN TU
1.1 Ly thuyét chung vé thw dién tir

Heé thdng thu dién tir cho phép nguoi ding trao doi thu dién tir voi nhau. Hé
théng nay bao gdm mot hodc nhidu may chu thu tin (mail server), trén d6 c6 cai dat
mot phén mém mail server dé quan ly tai khoan ctia nguoi dung, thuc hién viéce trao
d6i thu gitta nhitng nguoi dung va trao ddi thu v6i cac may cha thu tin khéc. [2]
1.1.1 Cdc thanh phan co ban ciia hé thong thw dién tir

Hé théng ndy bao gom bén phan tr chinh: MUA (Mail User Agent), MTA
(Mail Transfer Agent), MDA (Mail Delivery Agent). MRA (Mail Retrieval Agent).
1.1.1.1 Mail User Agent (MUA)
1.1.1.2 Mail Transfer Agent (MTA)

Khi cac thu duogc gui dén tr MUA, MTA c6 nhiém vu nhan dién nguoi gui
va nguoi nhan tir théng tin dong goi trong phan header va dién cac thong tin can
thiét vao header. Sau 6 MTA s& chuyén thu cho MDA dé chuyén dén hop thu ngay
tai MTA, hoac chuyén cho Remote MTA [2].
1.1.1.3 Mail Delivery Agent (MDA)
1.1.1.4 Mail Retrieval Agent (MRA)

1.1.2 Cau triic mot thu dién tir
1.2 Mot s6 giao thirc hoat déng trong hé thong thu dién tir

Hé thong mail [3] duoc xay dung dya trén mot sé giao thirc: SMTP, POP,
S/MINE va IMAP.

1.2.1 Giao thirc sir dung dé givi thu dién tir

Giao thire SMTP

SMTP [2] 1a giao thirc tin cdy, chiu trach nhiém phan phat thu dién tir. No
chuyén thu tir hé théng mang nay sang hé thong mang khac, chuyén thu trong hé
théng mang ndi ba.

1.2.2 Mot s6 giao thurc su dung dé nhdn thu dién tir



C6 hai giao thuc chinh thuong dugc dung boi cac rng dung may thu khach
dé truy cap thu tin tir cac may chii : POP va IMAP.
1.2.2.1 Giao thuc POP
1.2.2.1.1 Khai niém
1.2.2.2 Giao thtrc IMAP
1.2.3 Giao thurc S/MIME

Giao thitc MIME [9] quy dinh cach thitc dinh dang ndi dung céac thong diép
email (email message) giira cac thé thong email. Pinh dang MIME rat phirc tap, cho
phép dua bat ky dang file hoic tai liéu vao mot thong diép email nhu text, am thanh,
hinh anh hodc cac dinh dang dit li¢u.
1.2.3.1 Céac chic nang S/MIME

- Ma hoa thu:

+ Tao khoa ngiu nhién twong (g véi thuat toan ma hoa déi xtimg duoc chon.
+ M3 hoa bang khoa cong khai ctia nguoi nhan.
+ M3 hoa ndi dung thur v6i khéa ngau nhién vira tao.
- Xac thuc thu, c6 chuyén ma:
+ Chon mét ham bam twong tng véi kha nang ctia ngudi nhan.
+ Ap dung ham bam 1én noi dung thu.
+ M3 hoa ham bam bang khoa riéng ctia nguoi gui.
1.2.3.3 Qua trinh chung thu S/MIME:

S/MIME sir dung chtng thu X.509 [9] phién ban 3. Mdi client c6 mot danh
sach cac chung thu cho CA tin cdy va c6 cac chung thu va cdp khoa cong khai/
khoa riéng ctia minh. Chtng thu can dugc ky bai cac CA tin cy.

1.3 Céc yéu t6 mat an toan thong tin thw dién tir
1.3.1 Hiém hoa doc lén thu dién tir

1.3.2 Mao danh

1.3.2.1 Mao danh dia chi IP [3]

1.3.2.2 Mao danh thu dién tir



1.4 Gidi phap cong nghé bao vé thw dién tir an toan

1.4.1 Giai phap cong nghé Safe-mail

1.4.2 Gidi phdp cong nghé Hushmail

1.4.3 Gidi phap cong nghé CipherMail email encryption gateway

CipherMail gateway [9] 1a giai phiap ma ngudn mo. CipherMail 13 mot may
chu email MTA dé ma hoa thu dién tir vao/ra tai gateway.

CipherMail véi cac tinh nang sau:

e HO trg chuan ma hoa S/MIME (mi héa va ky s6 qua CipherMail gateway).

e HJ tro chuin ma héa PDF.

e HO tro tinh ning DLP
1.4.4 Lwa chon cong nghé bao vé thu dién tur an toan.

Voi phén gid1 thiéu cac cong nghé bao vé thu an toan ¢ trén. Hoc vién lya
chon giai phap cong nghé CipherMail gateway dé bao vé an toan cho thu dién tir. Vi
giai phap nay hoan toan 12 mién phi, dé dang trién khai va ap dung ngay vao ha tang
hién c6 cua hé théng thu dién tir. Ngoai ra Hé thong CipherMail gateway st dung
giao thirc S/MIME dung dé ma héa va ky s6 cho thu dién tu.

1.5 Lwa chon cong nghé trién khai thw dién tir an toan
G161 thi€u cac cong nghé thu dién tir
1.5.1 Exchange server

Exchange server [12] 1a phan mém do Microsoft phét trién chuyén phuc vu
cac giai phap email va trao doi thong tin trong doanh nghiép. Phién ban hién tai
Exchange server la ban Exchange Server 2016.

Phién ban nay giup don gian hda cong viéc quan ly, bado v¢ thong tin lién lac
va dic biét 1a dap ung nhu cu ctia doanh nghiép trong viéc dong b hoa cac thiét bi
di dong.

1.5.2 Lotus Domino
Hé théng mail Lotus Domino ctia IBM hd tro cac giao thirc giri nhan mail

nhu la SMTP, POP3, IMAP va MIME.



Két luan chwong 1: Chuong nay ndi vé ciu trac cia mét thu dién tir, mot hé théng
thu tin dién tr , cac giao thic duge sir dung cho thu dién tir va cac giao thirc bao
mat cho thu dién tir. Pong thoi chuong nay ciing gidi thiéu cac giai phap cong nghé
bao vé an toan thu dién tir, tr d6 hoc vién lya chon giai phap mi ngudén mo
CipherMail email encryption gateway dé bao vé hé thdng thu dién tir duoc an toan.
Ngoai ra, hoc vién lya chon giai phap Exchange Server cho hé théng mail server s&

duoc thiét ké theo mo hinh & chuong 3 cta luan van nay.



CHUONG 2: XAY DUNG HA TANG KHOA CONG KHAI
PKI VA UNG DUNG PKI TRONG AN TOAN BAO MAT

THU PIEN TU
2.1 Dit véan dé

Viéce xac thuc va kiém tra tinh toan ven dir liéu trong qué trinh trao ddi thu
dién tir 1a mot trong cac bién phap dam bao an toan théng tin va van dé nay 1a thuc
su can thiét va cép bach dé bao vé an toan cho thu dién tr. Hoc vién nghién ctru 1y
thuyét ma hoa, chit ky so trén nén co s& ha tang khoa cong khai dé dam bao an toan
va bao mat thu dién tur.

Ha tang khoa cong khai 1a mot bo khung co ban dé xay dung mé hinh an
ninh, bao mat trong thuong mai dién tir. Phuong phap ma héa nay cho phép ma hoa
ting bire thu dién ttr va trén moi trudng internet thu dién tir khong thé bi doc 1én boi
bat ky ai ngoai nhitng nguoi thuc su dugc nhan thu. Chir ky s6 cho thu dién tur
nham ching minh ngudn gdc va tinh xac thue cia mot thong bao thu dién tir. Ngudi
sir dung, ngoai hinh thirc bao mat thong thudng nhu mat khau, ciing phai dung mot
chirng thuc sb ca nhan dé khéng dinh danh tinh cua minh, x4c nhéan cac hoat dong
giao dich ctia minh véi dich vu ngan hang, thuong mai dién tir, giao dich ching
khoan... Ching thyc s6 s& giup nha quan ly dam bao rang khach hang khong thé
chdi cii cac giao dich cua minh, khi ho da dung chung thuc s6. Tir d6 dat ra cac van
dé quan 1y (cap phat,xac thuc) thu hdi va cap phat lai chtng thuc sb.

2.2 Co sé ha ting khoa cong khai

Co so ha tang bao mat khoa cong khai PKI (Public Key Infrastructure) la
mot khai niém mo ta toan bo nén tang co sé nham cung cip cac dich vu quan 1y truy
cap, tinh toan ven, tinh xac thuc, tinh bi mat va tinh chéng chdi bo. Nén tang nay
bao gdm cac hé thong phan mém nhu nha phat hanh ching chi, kho chira dir liéu
phan ctng sir dung hd trg trong qua trinh trao d6i khéa, cac chinh sach ...

M3 hoa va chit ky s6 di tré thanh mot phan khong thé thiéu duoc ddi véi

thuong mai dién tir cling nhu céac linh vuc doi hoi an toan va bao mat. PKI cung cip



co s& ha tang giup cho viée str dung ma hoa va chit ky s6 mot cach dé dang va trong
sudt d6i v6i ngudi str dung.
2.2.1 Mat ma khoa cong khai

Mat ma hoc khoa cong khai (Bat ddi xtng) :

- Mat ma hoc khoa cong khai 1a mdt chuyén nganh ctia mat ma hoc cho phép nguoi
st dung trao ddi cac théng tin mat ma khong can phai trao doi cac khoa chung bi
mét trude do. Diéu nay duogc thuc hién béng cach st dung mot cdp khoa c6 quan hé
toan hoc vdi nhau 1a khoa cong khai va khoa cé nhan (hay khoa bi mat).

- Trong mat ma hoc khoa cong khai, khéa cd nhan phai dugc gitt bi mat trong khi
khoa cong khai dugc phd bién cong khai. Trong 2 khoa, mot dung dé mi hoa va
khoa con lai dung dé giai ma. Diéu quan trong ddi v6i hé thong 1a khong thé tim ra
khoa bi mat néu chi biét khoa cong khai.

2.2.2 Ung dung mdt ma khéa cong khai

bay la phuong phap str dung hai ma khoa mot ma khoa sir dung trong qua
trinh ma hoa va mot ma khoa sir dung trong qua trinh giadi ma. Hai khda nay cé quan
hé v6i nhau vé mit thuit toan sao cho dir liéu dugc mi hoa bang khoa nay s& duoc
gidi ma béng khoéa kia. Néu ban mudn g1 di mgt email da dugc ma hoda, thi dau
tién ma can phai c6 do 1a public key cua ho. Néu nguoi nhan mubn biét ai da giri
email cho ho, ho ciling can phai c6 public key ciia ngudi giri dé xac nhan danh tinh
nguoi gui.

2.2.3 Khdi niém ha tang khéa cong khai (PKI)

Khai niém ha ting khoa cong khai (PKI) thuong dugc dung chi toan bo hé
thong bao gdm ca nha cung cip ching thuc s6 (CA) cing co ché lién quan dong
thot véi toan bd viée st dung cac thuat todn ma hoa cong khai trong viéc trao doi
thong tin. PKI cho phép cac giao dich dién tir dugc dién ra ddm bao tinh bi mat,
toan ven va xac thuc 1an nhau ma khong can trao d6i cac thong tin bado mat tir trudc.
Muc tiéu chinh cia PKI 1a cung cap khoa cong khai va xac dinh méi lién hé gitra
khoa va dinh dang nguoi dung.

2.2.4 Thanh phan co ban ciia mét PK]



May tram PKI (PKI client) [1] : La thiét bi cudi trong mot hé théng PKI.

Nha cung cap ching thuyc s6 (CA): 1a mot to chirc chuyén cung cip va xéac
thue cac chimg thu s6. Mot chimg thu s6 ¢6 3 thanh phén chinh:

- Thong tin vé dbi tuong dugc cép gém: tén, dia chi, dién thoai, email...

- Khoa cdng khai (Pulic key) cua dbi twong duoc cip: 1a mot gia tri dugc
nha cung cip chimg thuc dua ra nhu mot khoa ma hoa, két hop cung véi mot khoa
ca nhan duogc tao ra tur khoa cong khai dé tao thanh cap ma hoa bat dbi xung.

- Chir ky s6 cua CA cép ching thyc: Pay chinh 14 sy x4c nhan cta CA, bao
dam tinh chinh xac va hop 1& cua chung thu. Mudn kiém tra mot ching thu sb,
trudc tién phai kiém tra chit ky s6 CA ¢6 hop 1¢ hay khong.

2.2.5 Cac dich vu PKI
2.2.5.1 Dich vy cbt 18i cua PKI

PKI [5], [6] duoc két hop tir 3 dich vu co ban sau:

Xéc thyc (Authentication): Pam bao cho mot ngudi dung rang mot thuc thé
nao d6 dung 1a d6i twong ma ho can khang dinh.

Tinh toan ven (Integrity): Pam bao dir liéu khong bi thay ddi, néu co thay
d6i thi bi phat hién. Pé dam bao tinh toan ven, mot hé thong phai c¢6 kha ning phat
hién nhitng thay dbi dir liéu trai phép. Muc dich 1a giup cho ngudi nhan dit liéu xac
minh dugc rang dir liéu khong bi thay doi.

Bao mit (Confidentiality): Pam bao tinh bi mat cua dit liéu, khong ai co thé
doc duoc ndi dung cua dir li€u ngoai trir nhitng ngudi dung dinh trude va cac dir
liéu nhay cam déu can dugc bao mat.
2.2.5.2 Céc dich vy PKI h tro
2.3 Tong quan chir ky so va chirng thue so
2.3.1 Ham bam mat ma hoc

2.3.1.1 Ham bam
Ham bam (tiéng Anh: hash function) 1a ham sinh ra céc gia tri bam tuong

tmg v&i modi khoi dir liéu (co thé 1a mot chudi ki tw, mot doan tin nhan...). Dé dam

bao tinh toan ven cua di lidu (khong bi thay ddi so vé6i dir liéu ban dau), ngudi ta
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dua ra cac phuong thirc ma héa mét chibu st dung cac thuit toan biam. Ham bim
thuong dugc ding trong bang bam nham giam chi phi tinh toan khi tim mot khéi dir
li¢u trong mot tdp hop (nho viéc so sanh céc gia tri baim nhanh hon viéc so sanh
nhing khéi dir liéu c¢6 kich thudc 16n).

2.3.1.2 Bam bao tinh toan ven dir liéu
- Ham bam mat ma hoc c6 tinh chat 1a ham 1 chiéu. Tt khoi dir li€u hay gia

tri bam dau vao chi ¢ thé dwa ra 1 gia tri bam duy nhat. Nhu ching ta di biét d6i
v6i tinh chét cua ham 1 chiéu. Mot nguoi nao do du bat duogc gia tri bam ho cling
khong thé suy nguoc lai gia tri, doan tin nhan biam khai diém.

2.3.2 Chir ky s6

2.3.2.1 Chirky sb

Chir ky s6 (Digital Signature) chi 1a tap con cua chit ky dién tir. Chit ky sb 1a
chit ky dién tir dya trén k7 thuat ma hoa véi khoa cong khai, trong d6, mdi ngudi co
mot cdp khoa (mot khoa bi mat va mot khoa cong khai). Khoa bi mat khong bao gio
dugc cong b, trong khi d6, khoa cong khai duoc tu do st dung. Dé trao d6i thong
diép bi mat, ngudi giri sit dung khoa cong khai ctia nguoi nhan dé ma hoa thong
diép gui, sau do, nguoi nhan s€ s dung khéa bi mat twong rng cua minh dé giai ma
thong diép.

Chir ky dién tr 1a thong tin dugc ma hoa bang khod riéng ctia nguoi giri,
dugc gui kem theo van ban nham dam bao cho nguoi nhan dinh danh, xéac thuc
dang nguén géc va tinh toan ven cua tai liéu nhan duogc. Chir ky dién tu thé hién
van ban gui di 1a da duogc ky bdi chinh nguoi sé hiru mot Khoa riéng twong tng voéi
mot chirng chi dién tr ndo do.

Chir ky sb hinh thanh dya trén nén tang ha tang khoa cong khai PKI k¥ thuat
nay bao gdm mot cip khoa: khoa bi mat va khoa cong khai. Trong do, khoa bi mat
dugce nguoi st dung dé ky (hay ma hoa) mot dit lidu dién tir, con khéa cong khai
dugce ngudi nhan sir dung dé mo dir lidu dién tir d6 (giai mé) va xac thuc danh tinh
nguoi gui.

2.3.2.2 Tao va kiém tra chit ky sb
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Chtr ky $6 gitp xac dinh dugc nguoi tao ra hay chiu trach nhiém ddi véi mot
thong diép dugc ky. Mot phuong phap chit ky sé phai bao gom it nhat 3 thuit toan
chinh, do6 1a thuat toan dung dé tao khoa, thuat toan dung dé tao ra chit ky s6 va
thuat toan twong (mg dé xac nhan chit ky sé.

Tao chir ky sb:

- St dung giai thuat bam (hash) mot chiéu dé thay dbi thong diép can truyén
di. Két qua thu duoc mot message digest goi 1a ban phan tich vin ban hay tom tét
thong diép.

- Tiép tuc sir dung giai thuat SHA (Secure Hash Algorithm) nén thu duoc
message digest c6 do dai 160 bits.

- Sir dung khoa bi mat ctia nguoi giri ¢ ma hoa ban phén tich vin ban thu
dugc ¢ cac budc trude. Trong budc nay, thong thuong, ngudi ta sir dung gidi thuat
RSA. Két qua thu duoc trong budc nay 1a chit ky dién tir ciia thong diép ban dau.

- Gop chir ky dién tir vao thong diép ban dau. Cong viéc niy goi 1a ky nhan
thong diép.

- Sau khi di ky nhan thong diép, moi sy thay doi trén thong diép s& bi phat
hién trong giai doan kiém tra. Ngoai ra, viéc ky nhan ndy dam bao ngudi nhén tin
tudng vao thong diép nay xuat phat tir nguoi guri chtr khong phai ai khac.

Kiém tra lai thong diép:

+ Ngudi nhan str dung khoa cong khai cia nguoi giri dé giai ma chir ky dién
tir dinh kém trong thong diép.

+ St dung giai thuat SHA dé bam thong diép dinh kém.

+ So sanh két qua thu dugc ¢ hai budc trén. Néu tring nhau thi ta két luan
thong diép nay khong bi thay d6i trong qua trinh giri, ngudi giri 1a chinh xac va

nguoc lai.
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Thong diép dir liéu
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Hinh 2.5: Lwgc d0 tao chir ky so
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Néi dung théng diép bi thay déi
Hinh 2.6: Lwgc d6 kiém tra chir ky s

Ban chét cta thudt toan tao chit ky s6 1a dam bao néu chi biét thong diép thi
rat kho (hdu nhu khéng thé) tao ra chit ky sd cia ngudi giri néu khong biét khoa bi
mat clia nguoi gli. Nén néu phép so sanh cho két qua dang thi c6 thé xac nhan
nguoi gui 1a chinh xac.
2.3.2.3 Ung dung ciia chitng thu so
Ma& hoa thong tin: Ma hoa thong tin véi khoa cong khai dam bao chi ¢ nguoi chu
cua khoa cong khai d6 moéi doc duge. Du thong tin ¢6 bi danh cép trén duong
truyén thi tinh bi mat ctia thong tin van duoc dam bao.
Toan ven théng tin: Chit ky s6 c6 thé cho ban biét thong tin c6 bj thay doi trén
duong truyén hay khong. Nhung né khong bao vé thong tin khong bi stra doi.

Xdc thwc: Nguoi gui 6 thé biét chic rang thong tin da giri dén ding nguoi hay chua
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nhd vao viée xac thuc khoa cong khai ctia ngudi nhan. Nguoi nhan ciing c6 thé biét
ngudi giri co phai 1a dbi tac thuc sy hay khong nho vao chir ky sd.

Chéng chéi cdi nguon goc: Khi st dung ching thu s, ngudi giri phai chiu trach
nhiém hoan toan vé nhiing thong tin c6 ching thu sd di kém. Ching thu s6 c6 thé
xem nhu bang ching dé khing dinh tac gia ctia géi tin khi anh ta cb tinh chéi cii,
phu nhan dit li¢u khong phai do minh gt di.

2.3.3 Cdp phdt va xdc thuc ching thiee s6

2.3.3.1 Cép phat chimg thuc sd

2.3.4 Tham quyén chirng thu

Trong PKI [5] c6 mot s6 ngudi c6 tham quyén, nhitng ngudi ndy dugc tin
ciy boi tat ca nguoi ding khac. Ho c6 nhiém vu chinh 12 gin mot cip khoa cong
khai v6i mot dinh danh d3 cho va chimg nhén viéc gan két nay bang cach ky s6 mot
cau trac dir lidu c6 chira biéu dién ciia dinh danh (goi 1a chiing thu); thanh phan nay
duoc goi 1a nhitng Certification Authority - CA.
2.3.5 Tinh cdp thiét
2.4 Ung dung PKI cho an toan va bao mit thw dién tir
2.4.1 Co s6 ha tang khéa céng khai cho hé thong thw dién tir

PKI [5] cung cdp mot cip khoa, trong d6 c6 mot chia 1a khoéa cong khai
(Public key) dé c6 thé st dung dich vy, chia khoa con lai 1a chia khoa bi mat
(Private key) ma nguoi sir dung phai gitr bi mat. Hai chia khda nay c6 1ién quan mat
thiét dén nhau, sao cho mot thong di¢p dugc ma hoa boi mot chia khdéa mat ma
cong Kkhai thi chi giai ma dugc bdi mdt chia khoa bi mat tuong ung.

2.4.1.1 M4 hoa
2.4.1.2 Chéng gia mao
2.4.1.3 Xac thuc

2.4.1.4 Chéng chdi bé ngudn gbe
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2.4.1.5 Chir ky dién tu

2.4.2 Chit ky s6 ding cho thw dién tir
2.4.2.1 Qua trinh ma hoa thu dién tur

Gia sit A mudn giri mot théng diép dién tir bi mét cho B va gia st A di co
khoa cong khai caa B (c6 thé do B trao dbi truc tiép cho A hay thong qua chimg
nhan khoéa cong khai ctua B).

+ Giai doan 1: M3 hoa thong diép bang mot phwong phap mé hoa dbi ximg
an toan, May tinh ctia A s phat sinh ngéu nhién khoa bi mat K duoc s dung dé ma
hoa toan bo thong diép can giri dén cho B bang phuong phap ma héa dbi xing an
toan duoc chon.

+ Giai doan 2: Ma héa khoa bi mat K bang mot phuong phap ma héa bat
d6i xtmg str dung khoa cong khai cia B.

No6i dung thong di¢p sau khi ma hoa & giai doan 1 cung véi khoa bi mat K
duoc ma hoa ¢ giai doan 2 s€ dugc gui cho B dudi dang mot buc thu dién tur.

2.4.2.2 Qua trinh giai ma thu dién tr

+ Giai doan 1: Giai ma khoa bi mat K [3, tr.270,271] : B sir dung khoa
riéng ciia minh dé giai ma khoa bi mat K bang phuwong phap ma hoa bat ddi xing
ma A di dung dé ma hoa khoa K.

+ Giai doan 2: Giai ma thong diép ctia A: B sir dung khoa bi mat K dé giai
mi toan bo thong diép clia A bang phuong phap ma hoa d6i xing ma A di dung.

2.4.2.3 Nhan x¢ét - Banh gia

St dung k¥ thuat trén day [3, tr.271], ngudi gui thu c6 thé yén tam rang birc
thu ctia minh chi c¢6 thé duoc giai ma boi ngudi nhin hop 18, boi vi chi c6 nguoi nay
méi co duoc ma khoa riéng dé giai ma duoc khoa bi mat K va tir d6 giai ma duoc

ndi dung cua thong diép.
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Két luin chwong 2:

Chuong 2 da trinh bay nhirng khai niém co ban, cac phuong phap, cong ngh¢
va k¥ thuét str dung ma hoa khoa cong khai dé cung cAp mot co so ha ting bao mait.
Ung dung co so ha ting khoa cong khai cho phép mot to chirc tan dung tc do cia
mang internet trong khi van bao vé cac thong tin thu dién tir quan trong khoi viéc

nghe trom, gia mao, va truy cap trai phép.
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CHUONG 3: UNG DUNG MA HOA, CHU KY SO CHO
THU PIEN TU
3.1 Pit véan dé
3.2 Gi6i thiéu chung vé hé thong CipherMail Email Encryption Gateway
3.2.1 Giéi thiéu vé CipherMail

Giai phap CipherMail [9] 12 may chu MTA dé ma hoa va giai mi email vao
ra. Do CipherMail nhu may chu SMTP chung, n6 twong thich véi bat ky co so ha
téng thu dién tir hién c6 va co thé duoc dat trude hodc sau cac may chu email da
duoc trién khai. CipherMail thudng duoc cai dat nhu 1a mot may cha “luu trir va
chuyén tiép”. Do d6 thu chi dugc luu trir tam thoi trén CipherMail dén khi né dugc
chuyén dén dich.

CipherMail hién hé tro hai chuan mai hoa S/MIME va mi hoa PDF. SIMIME
cung cap cac dich vu xac thuc, toan ven va chéng chdi bo (st dung chimg chi
X.509[8]) va bao vé chdéng danh chin tin nhin S/MIME str dung PKI dé ma hoa va
ky.

3.2.2 Cdc ddc diém va chirc ning

3.2.2.1bic diém

3.2.2.2 Chirc nang

3.2.3 Luu d6 hoat dong hé thong CipherMail Gateway

Ma hoéa thu va gidi ma thu:
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Noi dung Ma hoa ndi dung thu Thu dugc
thur (lay publickey cua B) ma hoa

F Y

T.tyTr duge | Gidi ma thu (lay
giai ma privatekey cua B)

Hinh 3.6: So' @0 ma héa va gidi ma thw

A mudn gtri cho B mdt buc thu ma hoa, A tién hanh soan thao noi dung buc
thu va 1ay public key ctia B dé ma hoa ndi dung cua buc thu, sau dd A giri bt thu
da duoc ma hoa to1 B.

B nhan dugc buc thu ma hoa tir A gui téi, dé doc duoc noi dung btrc thu, B
tién hanh giai ma buc thu bang cach lay private key cia minh dé giai ma va doc
duoc nd1 dung thu do A gri toi.

So do guri thu kém chir ky va xac thuc

Trong Ky sé st dung phuong phép tach chit ky va dit lidu ky. Do vay, dir liéu
can ky khong dugc ghép vao khuin dang chit ky dau ra, dir liéu can ky duoc bam
thong qua mot ham bam, dir liéu bam duogc ky bdi khda bi mat cua nguoi ky. ID cia
chtng thu sb nguoi ky ciing duoc ghép voi chit ky dau ra. Dé thuan tién cho xac
thuc dir liéu, ching thu sd cia nguoi ky ciing duoc ghép véi chir ky dau ra. Khuan
dang chit ky dau ra gdm cac thong tin chinh sau: Tén ham bam s « dung, chir ky s,
chtng thu s6 ctiia ngudi ky, ID nguoi ky.

Xac thue duge thue hién theo quy trinh nguoc lai v6i ky s6. Nguoi nhan xac
thuc chir ky s€ thuc hién cac budc: Tach thuat toan ham bam da st dung, sir dung
thuat toan bam giéng nhu ngudi ky dé bam dir liéu 16 duge mot ban tom luwgc moi.
Téch chir ky s6, chung thu sé nguoi ky. LAy khoa cong khai tir chimg thu s6 nguoi

ky va giai ma chir ky dé thu dugc ban tom luge gdc cua dir lidu ky. Sau d6 so sanh
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tom luwoc méi va tom luoe gde néu 2 ban tém luge gibng nhau, chir ky duoc xac
thyc. Ngugc lai, chit ky s€ khong dugc xéac thyec.
A

h

Bét diu N6i dung thy |_,| DUng private key Chit ky
cua A dé tao chir ky

¥

Puing

bing nguot guri, thu

Lay public ke
- chura bi chinh sira ypu y

cua A

Xac thuc

Nguoi g chua ding
hodc thur da bi sira

-
-

Sai

Hinh 3.7: So @6 giri thw kém chir ky va xéc thue

A mubn gui cho B mdt buc thu ¢6 kém chir ky, A bam ndi dung thu cia
minh va dung private key ciia minh mi hoéa két qua bam dé sinh khoa. Thu gui di
bao gom noi dung thu va phan chit ky.

B xac thyc xem nguodi gui thu d6 c¢6 phai 1a A hay khong va ndi dung c6 bi
chinh stra hay khong. B bam noi dung thu va giai ma chir ky bang public key cua A
trén Key Store, néu két qua giai ma chit ky va két qua bam 1a tring nhau thi xac
thuc chinh xac A 1a ngudi guri, néu khong tring nhau thi A khong 1a chii nhan cia
btrc thu d6 hodc ndi dung thu da bi chinh stra.
3.3 Mt s6 wu nhwoc diém trién khai CipherMail gateway

3.4 Thiét ké hé thong thw dién tir an toan véi CipherMail gateway
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3.4.1 Pt bai todn
3.4.2 Thiét ké hé thong thir an toan véi CipherMail

Thiét ké dién hinh ctia ma hoa thu dién tir Gateway c6 thé nhin thay hinh sau

Content Scanner
1 g I

ﬁ:i > SRR »- Internet
A
Exchange Server @
i <C £ L C C III!
2-—-&;
CipherMail
Gateway

Hinh 3.8: H¢ thong ma héa qua CipherMail gateway [9]

CipherMail 0O
. . Gateway
il )_(__) Internet

Exchange Server

Hinh 3.9: H¢ théng giai ma qua CipherMail gateway [9]

Mail gateway: Mot mail gateway 1a mot may két ndi giira cac mang dung céc
giao thirc truyén thong khac nhau hodc két ndi cic mang khac nhau dung chung
giao thirc. Vi du mot mail gateway c6 thé két néi mang TCP/IP véi mot mang chay
bd giao thitc SNA (System Network Architure). Mot mail gateway don gian nhét
dung dé két ndi hai mang dung chung giao thirc hodc mailer. Khi d6 mail gateway
chuyén mail gitta domain noi bo va cac domain bén ngoai.

3.5 X4y dung hé théng thir nghiém
3.5.1 M6 hinh trién khai
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CipherMail Gateway

Fiber Optic Cable
192.168.2.10

SAN

Firewall R
Storage Area Network Exchange Server irewa outer

ASAS512 Cisco 3945 @

Sw 3560 @ '@ L~
. /7:__~ Internet

192.168.2.0124

192.168.2.101

Domain Controller
DNS

192.168.2.100

Hinh 3.10: M hinh trién Kkhai
3.5.2 Cai ddt va cdu hinh CipherMail gateway

3.5.2.1 Yéu cau phan mém
3.5.2.2. Cai dat
3.5.2.3 Cau hinh CipherMail gateway ma héa S/MIME
CipherMail hd trg ky s6 va ma hoa S/MIME. Ca ngudi giri va ngudi nhan

yéu cau ching thu s va khoa riéng. Vi thé CipherMail co thé cai dat sin mot server
CA dé phat hanh chimg thu va khoa mién phi cho ngudi dung bén trong va bén
ngoai.

Nguoi dung bén ngoai, khong phai cai dit mot CipherMail gateway, co thé
dung bat ky mail client nao c6 kha ning dé giri va nhan mail ma hoa khi ching thu
s6 duogc cai dat. Tuy nhién nguoi dung bén trong va bén ngoai khong yéu ciu sir
dung CA da duoc cai dit san. Néu ngudi nhan bén ngoai da c6 chung thu s6
S/MIME thi chitng thu ndy c6 thé duoc sir dung thay thé.

3.6 Panh gia hé thong thir nghiém
Trwong hop gui thu khong ma hoa :

Hau nhu moi email trén internet déu duogc truyén qua giao thite SMTP theo
dang MIME chua c6 sy dam bdo an toan. Hé théng thu dién tir cho phép thuc hién
cac giao dich mgt cdch nhanh chong hi¢u qua. Tuy nhién, trong mdi1 truong internet

thiéu an toan, thu dién tor d& dang bi doc trom, thay ddi noi dung, mao danh trudc
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khi dén ngudi nhén.

Giai phap ngudén md CipherMail 1a mot may chu email MTA dung dé ma
hoa va giai mi thu dién tir vao/ra. Hé thong trién khai CipherMail mang lai day du
cé4c tinh chat can thiét nham thiét 1ap mot moi truong an toan, tin cay trong giao tiép
nhu tinh bao mat, toan ven, tinh xac thuc va tinh chéng chdi bé. Hon nita hé théng
c¢6 kha ning tich hop véi co so ha tang hién co.

Thay vi phai mua céc giai phap cong nghé dé bao vé an toan, bao mat cho
thu dién tur. giai phap CipherMail gateway sé& giam thiéu dugc chi phi va hé thong
d& trién khai nén sé tiét kiém duogc thoi gian trién khai.

Hé théng CipherMail gateway 1a mot server CA dé phat hanh chtng thu va
khoa mién phi cho ngudi ding bén trong va bén ngoai. CipherMail hd tro ky s va
mi hoa bang giao thirc S/IMIME nén cac mail client chi can thiét 1ap chung thu va
khoa riéng mot lan..

Hé thong CipherMail gateway tan dung duoc co s& ha tang hién co va hé
théng thiét ké, cai dat trén da duoc ap dung vao moi truong trién khai thuc té cho
Vién Nghién ctru va Phat trién Viettel (Viettel R&D).

Nhu vay hé thong CipherMail gatewateway giai quyét duoc bai toan dit ra
dam bao an toan, bao mat chothu dién tir khi di chuyén trén moi truong internet. HE
théng CipherMail gateway di xay dung phu hop véi trién khai thuc té va dam bao
an toan bao mat cho thu dién tu.

Tuy nhién, do thoi gian nghién ctru c6 han, hoc vién chua nghién ctru duogc
hét cac chirc nang cua hé thong CipherMail gateway. Hé théng CipherMail gateway
dung chuin ma hoa S/MIME vi vy doi hoi cic mail client phai hd trg chuidn ma
hoa nay va nguoi nhén, giri gri phai c6 ching thu va khoa riéng. Khi st dung hé
thdng CipherMail s& mat thoi gian thiét 1ap ching thu, khoa riéng 1an dau tién cho
mail client. Hé thong CipherMail hd trg tao ching thu cho tt ca ngudi dung nhung

hé théng duoc thiét ké & trén moi chi ap dung cho doanh nghi¢p vira nho.
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Két ludn chwong 3: Giai phap CipherMail email encryption gateway 1 mot
g6i phan mém mi ngudn md, trién khai hé théng ma héa, ky s hoan chinh, day du
cac chirc nang. Hé thong trién khai ndy mang lai diy du cac tinh chit can thiét nhim
thiét 1ap mot méi trudng an toan, tin cdy trong giao tiép nhu tinh bao mat, toan ven,
tinh x4c thuc va tinh chdng chdi bd. Hon nita hé thdng c6 kha ning mé rong voi cac

hé théng khac mot cach d& dang.
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KET LUAN
1.Két qua dat dwoe
Pé tai “Nghién ciru tng dung co s ha tang khoa cong khai cho an toan va bao mat
thu dién tir” 12 mot dé tai kho va rong. Trong thoi gian nghién ctru, tim hiéu, xay
dung dd 4n di hoan thanh duogc cac nhiém vu dugc dat ra, cu thé 1a:
V& mit 1y thuyét :
- Nghién ctru téng quan vé an toan va bao mat thu dién tu.
- Ung dung co sé ha ting khoa cong khai dé dam bao an toan va bao mat
cho thu dién tir
- Quan trong nhit ctia dé tai da ung dung, trién khai ma hoa, ky sb cho thu
dién tir bang cach st dung CipherMail gateway. Hé thong CipherMail
gateway st dung chuan giao thic S/MIME dé ma hoa va ky s6 dé bao
mat cho thu dién tir khi di chuyén trén internet.
2. Han ché
Sau mot thoi gian nd luc hét minh, vé co ban luan vin cling da nghién ctru ing
dung ma hoéa va giai ma thu dién t nham dam bao an toan va bao mat cho cac hé
théng cung cap dich vu thu dién tir ciia doanh nghiép. Mic du da hét stuc cb ging
nhung trinh d¢ chuyén moén va thoi gian thyc hién khoa luan con han hep, cling nhu
murc d§ phtic tap ctua dé tai, hoc vién chua nghién ctru dugc hét cac churc nang cua
hé thong CipherMail Gateway. Kinh mong Quy Thiy C6 tham khao dong gbp ¥
kién d¢ luan vin dugc hoan thién hon.
3. Mot s6 hwong nghién ciru tiép theo
Sau khi nghién ctru xong dé tai, hoc vién xin dwa ra mot sé6 hudng nghién
ctru tiép theo:
- Tich hop hé théng CipherMail gateway vai cac giai phép clustering thu
dién tur, loadblancing cho cac may chit SMTP, POP3 va cac hé thong luu trit
dir liéu lon.
- Nghién ctru sau hon vé cac thuat toan ma hoa va giai ma..

- Nghién ctru tng dung chuin mi hoéa PDF cho thu dién ti.
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